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MEMORANDUM FOR: Deputy Director of Central Intelligence 


FROM: 


SUBJECT: 

REFERENCE: 


John F. Blake 

Deputy Director for Administration 

Security Review - Interim Report 

Memorandum for DDA from DDCI, dated 
IS August 1978, Subject: A Request 
for a Security Review and Assessment 


1- Action Requested : None; for information only. 

2 * Background : Following the mid-August 1973 revelation 
that a former Agency employee had sold classified information 
to the Soviets, you directed a comprehensive review of tie 
Agency’s security policies and procedures and called for an 
interim report by 1 September 1978. Subsequently , the Director 
nas expanded the scope of the interim report to include: 

(a) a cataloguing of specific improvements in the Agency's 
security program realized since his appointment and by his 
initiatives; and (b) a listing of procedures currently being 
initiated to further improve the security of classified infor- 
mation. Pursuant to those directions, this interim reno^t is 
submitted. 

_ . 3 * S taff Position : In April 1977, following the reve- 

lations or the Moore and Boyce/Lee espionage cases, a comere- 
nensive impact study was completed by the Office of Security. 

As a consequence, the Director caused several security initiatives 
and gave the necessary impetus to others which have been success- 
fully implemented to the enhancement of Agency and Intelligence 
Community security. Agency programs successfully implemented 
include: 

a. A rigorous staff personnel security 
re investigation program 
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. b ;. Expanded security education and reindoc- 
trmation efforts throughout the Agency. 

c. Enhancement of appraisal criteria in 
Industrial Security Approvals. 

d. Initiation of the Industrial Contractor 
Polygraph Program. 

e. Increased spot checks of briefcases, 
packages and parcels at all Agency facilities in 
the Washington Metropolitan area. 

f. Initiation of a program of unannounced . 
security audits of Agency contractor facilities. ^ 


, ^ personal interest in and involvement by 

Director and senior Agency managers in the 
adjudication and penalty assessment procedures 
involving Agency employees who have violated secu- 
rity regulations. 

ritv of hy the Birector to tighten the secu- 

rity of tne Intelligence Community have included: 

a. The strengthening of the Director of Central 
Intelligence Security Committee as a focal point for 
reporting and tracking unauthorized disclosures and 
for raising security consciousness in the Community. 

b. Maintaining a freeze since 1 June 1977 on the 
total number of sensitive compartmented clearances 
througnout tne Community. 

c. Initiation of a program to revalidate security 
clearances by effecting zero-based reviews in Intelli- 
gence Community and contractor facilities. 

K ° ir ®f ting contracting and legal authorities to 
- ^ t-n^then the security provisions of contracts between 
commercial firms and Intelligence organizations . 
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. I can assure you the Director o£ Security has and 

as ve?l t0 dedic f te a11 available Personnel resources, 

above. S aiS personal attention, to the programs outlined 

107 Q In ac ^ or aance with your specific request of 18 August 

pnI 3 ^L C r‘ preh ^ nSlVe review o£ the Agency’s security policies 
and procedures has commenced. 7 po-ici^s 

. t ... During the week of 21 August the organization and 

Th^ f T^«v S £ a Se ??F lty R eview Task Force wasMnder taken. 

The Task Force will approach the review in three sevme^ts. 

Each segment Stax f will function under the leadership of a 
senior experienced officer. The segments will address 
separately. Personnel Security, Phyfical Security and’ Infer 
raation Control and Protection. The magiituS of iho tasf 
is awesome, and the Director of Security estimates I coars- 
ens ive review will require a minimum of sixty (60) days. 

: n . on , . Th ? Personnel Security Segment of the Task Forc~ ' 

intends to investigate all periods of an employee's career 

It°is P their intent ^ ocessing trough post- employment counseling. 

late ot to survey personnel recruitment and «si.-n- g 
,: ,T at Policies and procedures which are quite varied from *** 

L “vLwId? anfu^e^ast^be? 5? “" al . abdication will 

that pertaiA during the emS^t ^! 3Ud 

smplo/aent phase topics include security indoctri- 
aation/re indoctrination; marriage, including raarri - fl 2 S ? ctri 

aCtiviti ? s; handliAg^ It uuZLdZIV 1&&.S. 

Jurr^r^ni • ? ut -P r ^essing policies and procedures as welfal* 
addressed underthis^egLn^^ 5 ^^ 107 ^ counselia S will be 

operational € security r policy 1 procedure^ r and i orn r t^ £eW the 

those individuals wLVe 2tiu"d J by%h^ 0 fS2|.“? Cernin « 


Mmsk-vfc?. - iiiwrna! i?oq Oniv 
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Operations in an operational and informational capacity such 
as- double agents and clandestine sources. That nolicv' -s a* 
DDO responsibility. ' 


, Physical Security Segment has an enormous task 

at nana. This segment will limit the scope of their review 
by concentrating primarily upon the physical security program 
as it is pursued within the Headquarters Building. The sub- 
stantive areas which constitute the physical security progr am 
or the Agency can be examined in relation to operations within 
the Headquarters Building within a reasonable time frame. 


Essentially our physical security policies and proce- 
dures at Headquarters have been adopted in our domestic and qtatim 
overseas facilities, and available resource and time constraints 
dictate that but curs ory reference be given to the nature and 
scope of the overseas I 

during the survey, similarly, this review will not specifically 
cover tne pnysical security aspects of our industrial secu-^ty 
program because that subject has been thoroughly reviewed during 
the past year. And finally, we consider the technical threat 
as well as tne measures which have been implemented to counter 
this threat as beyond the scope of this review. 


The Physical Security Segment of the Task Force wil 
address thoroughly the policies and procedures pertaining to 
perimeter security; building security; access controls for" 
all types of people from staff employees to vendors; halves - 
entry and exit inspection procedures; internal personnel^. a 
storage of classified information; the Agency^s guard pro<*r$ 
intrusion detection systems and nth&r nnn* 


storage of classified information; the Agency^s guard prtxn 
intrusion detection systems and other monitoring equipment- 

after nours security procedures and the security violation 
gram. 


rol ; 
am; 


pro- 


The Information Control and Protection Segment pro- 
poses to review the application by CIA of directives and 

go Y ernin ? t} } e production, marking, classification, 
reproduction, transmission, inventory and overall control of 
ciassixieu information. These will be reviewed for current 
app i icab 1 1 l ty to determine whether rules are being observed 
if so, whether a significant measure of control results 
irom their observance. The scope of this segment will include 
an inquiry into the level and efficiency of employee training 
m document control procedures; an examination of the posibiiity 
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o£ handling information at lower levels of classification 

a;o^; P .r^ nta H? n; , ex Pl^ation of methods to deduce 't?e 

i'lto Jh^%f^ SSlfl0 2 material retained in the Agency; inqui^v 
into the efficacy of current ADP and microform information ' 

for future inflation 
• ^ • Finally, xn’tsnd tio ©Xcisp^ia ^ ** _ 

native ways o* controlling accountability for cTassif^ed 
materials, including automated technique^. c ~ assitled 

Task FnT-rA b 34i? Sly> *° coaduct th ® survey effectively, the 
lask Force will require the complete cooperation of the 

cS??ent S D?o?edSJes n * ^ F ° r ® xa 2 ple » to meaningfully describe 
current procedures under the Personnel Security Segment « 

a ^ h the V oI?ice £ o| C Se^ * , a i 

:fe£Si; 

, . iask Force T will approach its +ask hv 

externa^to th^A^ ’ perso * al interviews both* within and* ~ 

Force whi^h i^ill ^.discussion within the Task 

SeVelh n o?;:d S t e o CUrity 

policies ,1 

by 3 No vember^Q 7 q ° n 5 £inal report to be submitted to you 
Darts-??? I V 8 *. h ? ex P* ct that report to be in four 
fb! analytic es cription of current policies and procedures- 
and a " d procedures ; & concisions; 


The current review will be thorough. We anticin-it* 

recommendations nertainino -- C1 ? a *v 

>f the 



SD{ 

bs 

within* 

and sunerv^V«^‘"' / n„C:^"* , u “ c "5*PonsiDiiity of each manager 

S?«lSSiS in SciltTdiicilifi h° relata »w«.at 

to the reduction of professional secuSty h po§itiMs n i n C ?ho-ii 8n1:S 

components over the past decade; in ten%lrl “h? nu^e^of 
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7T77T _ nevertheless, the urgency of the present sit-ua-inn 
c 1*^ for the implementation of improved procedures andkew 

pac.ffa , ” p SL'fL1 C c a o 5 n: 

basis^eL^d Federal f r °tective Officers on a routine 
basis seven days a weex and twenty-four hours a day. 

Commencing immediately, systematic counter- 
/ O^fici 1 ?? 11 ^ P r ?J eduro ? w iU be established by the 

/ tl Ht f Securit T to investigate employee accesses 

f IIATIVI tlLZT ^ 9 °? n ° rTna i du ^ ^ours anf?o 
l to headquarters area buildings. ccesses 
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sensitiv ° 

Off J^ rt /?I ang ®? entS ars being finalised for the 
utfice of Security to conduct a series of briefing- 

Sfif eni ° r s t aff f throughout the Agency. The brie^'in^s 
will comprehensively review sern-rtfv L„m orie*mgs 

during the past sevLal iSthS'SS^K'S. reitvttT™* 
gat ion program, briefcase inspection pro^am 

sib'Utv T aej ?? nasi2e the command and managerial respon- 
->iDxj.ity m implementing sound security practices. 


]/; T r.rp^I fMcj Unh 


Approved For Release 20027(^/07^ : ClA-RDPS6B(flW2R000800050003-7 



Idnlmdra&’Q « IrJiML !IS$ ' m 3 

Ap p rouflk F o r Bai&^ s©d{)o£/0&/O7 :'GlA-RDP9Q&1172R0008( 

(»«> 


0008 00050 003fc.|3<f^ t 

t J r STATINTL 

)sO\ I 


( x ) The Office of Security is reminding Agency 
managers tnat personnel are available as speakers, 
panelists, consultants, etc, to assist command chan- 
neis in the security education and reindoctrination 
°± small employee groups. As you know, the Office 
of Security recently completed a formal reindoctri- 
nation of the Agency population in a number of 
presentations to large audiences. 

• 4 * Conclusion: In accordance with the reference I 

assure you that the Security Review is receiving the highest 
priority and my personal attention. The scope of the task 
dateT ° Plnlon, fully Justifies a 3 November 1978 final reporting 


/V 


John F. Blake 


Distribution: 

Orig - Addressee / ^ r Oi/s 

2 - DDA 1-Oi- c, k. 

1 - ER O - C/PhySD 

Cl) - D/Security 1 - DD/PSI 
1 - OS Registry 

3 - Task Force 

STATINTL S/PSI/SSD 4~ ] fms (31 Aug ’78) 

statintE RIGINAT0R: 




(i/jr/' ?*) 


Kobert W. Cambino 
Director of Security 


3 1 AUG 1979 
Date 
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